We may also disclose summary information about
the enrollees in your group health plan to the plan
sponsor to use to obtain premium bids for the
health insurance coverage offered through your
group health plan or to decide whether to modify,
amend or terminate your group health plan. The
summary information we may disclose summarizes
claims history, claims expenses, or types of claims
experienced by the enrollees in your group health
plan. The summary information will be stripped of
demographic information about the enrollees in
the group health plan, but the plan sponsor may
still be able to identify you or other enrollees in
your group health plan from the summary infor-
mation.

Situations Other Than Those Above: In any situa-
tion other than those above, we will ask for your
written authorization before using or disclosing
any identifiable health information about you. If
you choose to sign an authorization to disclose
information you can later revoke that authoriza-
tion to stop any future uses and disclosures.

Individual Rights

In most cases, you have the right to look at or get
a copy of health information about you that we
use to make decisions about you. If you request
copies, we will charge you $.05 (5 cents) for each
page. You also have the right to receive a list of
instances where we have disclosed health infor-
mation about you for reasons other than treat-
ment, payment or related administrative purposes.
If you believe that information in your record is
incorrect or if important information is missing, you
have the right to request that we correct the exist-
ing information or add the missing information. All
requests for access to your medical information
must be made in writing by you and directed to
the contact person named below.

Additionally, you have the right to request that we
communicate with you about your medical infor-
mation by alternative means or to alternative lo-
cations. We will accommodate your request if it is
reasonable, specifies the alternative means or
location, and continues to permit us to collect pre-
miums and pay claims under your health plan.

Finally, you may request in writing that we not
use or disclose your information for treatment,
payment and operations except when specifi-
cally authorized by you, when required by law,
or in emergency circumstances. We will consider
your request but are not legally required to
accept it.

Questions and Complaints

If you want more information about our privacy
practices or have questions or concerns, please
contact us using the information listed at the end
of this notice.

If you are concerned that we may have violated
your privacy rights, or you disagree with a de-
cision we made about access to your medical
information or in response to a request you
made to amend or restrict the use or disclosure
of your medical information or to have us com-
municate with you by alternative means or at
alternative locations, you may complain to us
using the contact information listed at the end of
this notice. You may also submit a written com-
plaint to the U.S. Department of Health and
Human Services. We will provide you with the
address to file your complaint with the U.S. De-
partment of Health and Human Services upon
request.

We support your right to the privacy of your
medical information. We will not retaliate in
any way if you choose to file a complaint with
us or with the U.S. Department of Health and
Human Services.
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ENTITY COVERED BY THIS NOTICE:
BCS Insurance Company

The above is an entity covered by this notice
in so far as it provides or pays the cost of
medical care as defined by the Health Insur-
ance Portability and Accountability Act of
1996 (HIPAA) and its attendant regulations.

Our Legal Duty

We are required by applicable federal and state
law to maintain the privacy of your medical infor-
mation. We are also required to give you this
notice about our privacy practices, our legal du-
ties, and your rights concerning your medical in-
formation. We must follow the privacy practices
that are described in this notice while it is in ef-
fect. This notice takes effect April 14, 2003, and
will remain in effect until we replace it.

We reserve the right to change our privacy prac-
tices and the terms of this notice at any time, pro-
vided such changes are permitted by applicable
law. We reserve the right to make the changes in
our privacy practices and the new terms of our
notice effective for all medical information that
we maintain, including medical information we
created or received before we made the changes.
Before we make a significant change in our priva-
cy practices, we will change this notice and send
the new notice available to our health plan sub-
scribers at the time of the change.

You may request a copy of our notice at any time.
For more information about our privacy practices,
or for additional copies of this notice, please con-
tact us using the information listed at the end of
this notice.

Uses and Disclosures of Medical
Information

We use and disclose medical information about
you for treatment, payment, and health care
operations. For example:

Treatment: We may use or disclose your medi-
cal information to a physician or other health
care provider in order to provide treatment to
you.

Payment: We may use and disclose your medi-
cal information to pay claims from physicians,
hospitals and other providers for services deliv-
ered to you that are covered by your health
plan, to determine your eligibility for benefits,
to coordinate benefits, to examine medical
necessity, to obtain premiums, to issue explana-
tions of benefits to the person who subscribes to
the health plan in which you participate, and
the like. We may disclose your medical infor-
mation to a health care provider or entity sub-
ject to the federal Privacy Rules so they can
obtain payment or engage in these payment
activities.

Health Care Operations: We may use and
disclose your medical information in connection
with our health care operations. Health care
operations include:

e  Rating our risk and determining our premi-
ums for your health plan;

e Quality assessment and improvement activ-
ities;

e Medical review, legal services, and audit-
ing, including fraud and abuse detection
and compliance;

e  Business planning and development; and

e  Business management and general admin-

istrative activities, including management activi-
ties relating to privacy, customer service, resolu-
tion of internal grievances, and creating de-
identified medical information or a limited data
set.

Public Health, Auditing, Research, Emergency
Purposes and When Required by Law: We may use
or disclose identifiable health information about you
without your authorization for several additional
reasons. Subject to certain requirements, we may
give out health information without your authorization
for public health purposes, for auditing purposes, for
research studies, and for emergencies. We provide
information when otherwise required by law, such as
for law enforcement in specific circumstances.

Others Involved In Your Care or Payment of Your
Care: We also may disclose your medical infor-
mation to a family member, friend or other person to
the extent necessary to help with your health care or
with payment for your health care. We may use or
disclose your name, location, and general condition
or death to notify, or assist in the notification of
(including identifying or locating), a person involved
in your care.

Before we disclose your medical information to a
person involved in your health care or payment of
your health care, we will provide you with an oppor-
tunity to object to such uses or disclosures. If you are
not present, or in the event of your incapacity or an
emergency, we will disclose your medical information
based on our professional judgment of whether the
disclosure would be in your best interest.

Plan Sponsors: If you are a participant in a group
health plan we may disclose your medical infor-
mation and the medical information of others en-
rolled in your group health plan to the employer or
other organization that sponsors your group health
plan to permit the plan sponsor to perform plan ad-
ministration functions. Please see your group health
plan document for a full explanation of the limited
uses and disclosures that the plan sponsor may make
of your medical information in providing plan admin-
istration.



